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Leveraging technology

When considering how organizations are leveraging new technologies, there are two distinct 
aspects related to information security that should be examined: 
1.	 Which technologies are organizations implementing to improve their information  

security programs? 
2.	 What are organizations doing to address the risks that are inherent with the 

introduction of new technologies? 
Our survey results provide an insight into how technology can have both a positive and 
negative effect on information security.    

Data leakage protection
Due to increasing and new risks organizations are facing, data protection is now top of mind 
for many information security leaders. Implementing or improving data leakage prevention 
(DLP) technologies is the second-highest security priority in the coming 12 months, identified 
by 40% of respondents as one of their top three priorities. Implementing DLP technologies is 
now a higher priority for many organizations than both security awareness training (39%) and 
regulatory compliance (27%). Improving information security risk management (47%) was the 
only priority that topped DLP technologies from an overall perspective, but more respondents 
(19%) selected DLP as their first priority for the next year. It is also worth noting that 90% of 
respondents plan on spending relatively the same (47%) or more (43%) over the next year on 
implementing or improving DLP technologies and processes.

Please indicate your top three security priorities for the coming 12 months?
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DLP tools will be the leading security technology implemented over the next year.  
According to our survey results, 50% of respondents are at some stage of the evaluation 
and implementation process; 22% have planned an implementation within 12 months; and 
another 28% are currently evaluating the technology.

However, it isn’t just DLP technology being implemented to protect data. Of the top 
information security technologies planned for implementation in the coming 12 months, 
most are also related to this objective, including: encryption of portable media (19%), 
laptop encryption (17%) and email encryption (15%) and identity and access management 
(IAM) products (15%). When we look at the information security technologies that are 
currently in use by our survey respondents, we find that three of the top five are also aimed 
at protecting sensitive data: content monitoring and filtering tools (69%), laptop encryption 
(41%), and email encryption (35%).

Which of the following security technologies are used or have been identified for use by 
your organization?
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Data leakage prevention (DLP) defined

Data leakage prevention (also known as 
data loss prevention or information leak 
prevention) is the combination of tools and 
processes for identifying, monitoring and 
protecting sensitive data or information 
according to an organization’s policies or 
government and industry regulations. DLP 
solutions typically focus on preventing 
certain data or information from leaking 
out of the organization and detecting any 
unauthorized access or transmission of 
sensitive data.

One of the most noteworthy survey findings is how few companies are encrypting their 
laptops. Only 41% of respondents are encrypting them today, with 17% planning to do so in 
the next year. This is notable for a number of reasons: many breaches have occurred and 
continue to occur due to loss or theft of laptops; the technology is readily available and 
affordable to implement; and the impact to users during deployment is relatively low and 
should no longer be a barrier.

Few companies are 
encrypting their 
laptops. Only 41% 
of respondents are 
encrypting them 
today, with 17% 
planning to do so in 
the next year.
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Leveraging technology (continued)

Virtualization and cloud computing
New technologies are making an impact in the corporate enterprise, particularly 
virtualization and cloud computing. Both are unquestionably receiving a lot of media 
attention, and given the current economic environment, virtualization offers some 
attractive options for business leaders looking to cut costs, increase manageability and 
improve overall IT efficiency. The potential cost savings from virtualization — essentially, 
a more efficient pooling of IT resources, including networks, servers and storage — can be 
significant. However, there are security-related concerns. 

Virtualization is one of the highest-ranking technologies for adoption, with 78% of 
respondents indicating that they will have implemented virtualization before the end of 
the next year. However, only 19% of the same respondents indicated that virtualization 
was a security priority. Clearly, our survey respondents do not recognize the same level of 
risk with virtualization as would be expected with such a significant and extensive change 
effort. More alarming is the fact that virtualization security should be a concern, but the 
majority of organizations and security leaders are ignoring its implications.

Cloud computing is another technology that has been very visible recently in industry 
publications, with some analysts predicting the cloud computing services market to reach 
as high as US$42 billion by 20121. Yet, we are seeing adoption rates for cloud computing 
to be much slower compared to virtualization. Only 17% of respondents indicated that they 
are using the technology or planning to use it in the next year, and 47% stated they have no 
plans for using the technology. However, a significant percentage (36%) of respondents are 
currently evaluating its use.

Which of the following technologies are used or have been identified for use by your 
organization?
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Cloud computing defined

Cloud computing essentially involves the 
outsourcing of computing capacity through 
third-party services over the internet, on 
an as-needed, “pay-as-you-go” basis. It can 
potentially help cut your power, storage, 
hardware, personnel and real estate-related 
costs. In addition, some companies are also 
employing a version of cloud computing — 
known as “Software-as-a-Service” (SaaS) — 
to help reduce daily technical operations and 
support business and consumer software.

1	 Source: IDC survey of 244 IT leaders released 
October 2008

78% of respondents 
will have 
implemented 
virtualization before 
the end of the next 
year. However, 
only 19% of the 
same respondents 
indicated that 
virtualization was a 
security priority.
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Cloud computing has its own potential data privacy and security issues. The companies 
that provide cloud computing services may provide those services in different data systems 
in various data centers in cities around the world. Unlike a more traditional IT outsourcing 
arrangement, cloud computing clients do not have dedicated servers or dedicated lines. This 
raises issues about exactly where clients’ data exists, and under whose jurisdiction it resides 
at any one given point in time. In addition, the possible need to recode data may increase the 
exposure to errors and security risks.

Our perspective
Technology can play a major role in helping a company meet its information security and  
larger business objectives. However, technology can also expose an organization to 
additional risks. Our survey suggests that some organizations may be more focused on the  
benefits and cost savings than on any possible security issues related to the new technologies.

Organizations must assess the potential impact of any new technology that is being 
considered, looking beyond any promised benefits to the evaluation of the potential impact 
upon the organization’s ability to protect its assets.

New evolving security technologies can potentially deliver substantial benefits to the overall 
management of information security across an enterprise. However, the deployment of 
such technologies must continue to be investigated to further ensure that they are fit for 
purpose and will deliver the benefits required.

Each organization need to define its position on new IT delivery models, including 
virtualization and cloud computing, to ensure that any decisions made are consistent with 
the overall business strategy, as well as the information technology strategy and direction 
of the organization.

Key information security risks and considerations for virtualization

•	 Spread the risk — Companies should spread out the critical application instances across physical machines as much 
as possible. This can be accomplished by combining them with different types of applications while maintaining 
an appropriate ratio between physical and virtual machines. This helps achieve higher application availability and 
reduce security risks.

•	 Limit access — Inappropriate access to server administrative interfaces can expose numerous production 
applications at once in virtualized environments. Develop a checklist in accordance with leading practices for 
securing administrative interfaces, including strict password policies and file permissions.

•	 Use secure networks — Secure networks should be utilized for data migrations involving virtualization software, 
since data is not typically encrypted in these migrations.

•	 Monitor threats — Properly functioning applications on virtual machines can hide latent security vulnerabilities. 
Thus, it is critical to continuously monitor both the virtual machines and the underlying virtual machine monitor, for 
potential threats.
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Summary 

Our 2009 survey shows that companies and information security leaders are facing an 
environment of change; escalating levels of risk, new challenges and increasing regulatory 
complexity are now driving information security decisions. Companies are also struggling 
to leverage new technologies — to get the most benefit and cost savings possible — while 
understanding the potential security impact to the organization. 

Our survey also revealed that many organizations continue to be challenged by a lack of 
skilled information security resources and inadequate budget. These challenges have been 
identified in our previous surveys, but this year, they have become more significant, driven 
by heightened economic uncertainty. 

To address the risks and challenges of the changing environment, information security 
leaders are abandoning the old paradigms and taking a more information-centric view 
of security. It is a more flexible, risk-based approach that is focused on protecting the 
organization’s critical information, and more suited to supporting a connected business 
model and today’s increasingly mobile and global workforce.

By leveraging the information in this survey and taking action on the suggestions for 
improvement, organizations can achieve more effective information security and continue 
to outpace change.

Key survey findings
Managing risks 

•	 Improving information security risk management is a top security priority for the next year.
•	 ►External and internal attacks are increasing.
•	 ►Reprisals from recently separated employees have become a major concern.

Addressing challenges 

•	 Availability of skilled information security resources is the greatest challenge to effectively delivering information 
security initiatives.

•	 ►Despite most organizations maintaining current spending on information security, adequate budget is still a significant 
challenge to delivering security initiatives. 

•	 ►Security training and awareness programs are falling short of expectations. 

Complying with regulations 

•	 ►Regulatory compliance continues to be an important driver for information security.
•	 ►Cost of compliance remains high, with few companies planning to spend less in the next 12 months.
•	 Too few organizations have taken the necessary steps to protect personal information.

Leveraging technology

•	 ►Implementing DLP technologies is the top security priority for many organizations.
•	 The lack of endpoint encryption remains a key risk with few companies encrypting laptops or desktop computers.
•	 ►Virtualization and cloud computing are gaining greater adoption, but few companies are considering the information 

security implications. 
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Our perspective

Managing risks

•	 Develop a formal response aimed at dealing with employees likely to leave the organization as a  
result of workforce reductions or job elimination. 

•	 Undertake a risk assessment exercise to identify potential exposure and put in place appropriate  
risk-based responses.

•	 ►Take an information-centric view of security, better aligned with the organization’s information flows. 
•	 ►Continue to integrate information security with the business — becoming a flexible, responsible 

corporate citizen, rather than an “obstacle” to achieving business objectives.

Addressing challenges

•	 Adopt a risk-based security strategy to help prioritize initiatives, justify new investments and maximize 
the benefits from those investments which have already been committed.

•	 ►Investigate potential co-sourced security alternatives, which may help provide much-needed access to 
skilled resources, without turning over control to others.

Complying with regulations

•	 Formally detail the regulations an organization is required to meet in the various geographies and 
validate this position with appropriate legal and operational groups across the enterprise. 

•	 Build an understanding of how compliance efforts can be integrated into wider change programs, 
delivering greater business benefit. 

•	 Implement a comprehensive information security program where regulatory compliance is considered  
a by-product rather than the primary driver.

•	 Gain an understanding of the scope of privacy within operations and identify effective business 
champions to help ensure that normal business processes and practices do not contribute to potential 
privacy violations.

Leveraging new technology

•	 ►Assess the potential impact of any new technology that is being considered, looking beyond any 
promised benefits to the evaluation of the potential impact upon the organization’s ability to protect  
its assets.

•	 Investigate the deployment of new security technologies to ensure that they are fit for purpose and 
will deliver the benefits required.

•	 ►Define a position on new IT delivery models, such as virtualization and cloud computing, to ensure 
alignment with the overall business strategy and information technology strategy.
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Survey approach

Ernst & Young’s 12th annual global information security survey was developed with the 
help of our assurance and advisory clients in more than 60 countries.

This year’s survey was conducted between June 2009 and August 2009. Nearly 1,900 
organizations across all major industries participated. 

Methodology
The questionnaire was distributed to designated Ernst & Young professionals in each country 
practice, along with instructions for consistent administration of the survey process. 

Most of the survey responses were collected during face-to-face interviews with individuals 
responsible for information security at the participating organizations. When this was not 
possible, the questionnaire was administered electronically via the Internet.

If you wish to participate in Ernst & Young’s 13th annual global information security survey, 
you can do so by contacting your local Ernst & Young office or visiting www.ey.com and 
completing a brief request form.

Profile of 2009 survey participants
Survey participants by region
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Survey participants by major industry group

Other

Government & public sector

Health services

Energy & utilities

Technology

Retail, wholesale & distribution

Manufacturing

Financial services

16%

10%

30%

7%

19%

7%

6%

6%

Survey participants by annual revenue (US$)

6%

28%

22%

9%

23%

12%

Not applicable

Less than $100 million

$100 million–$499 million

$500 million–$999 million

$1 billion–$9 billion

$10 billion or more

Survey participants by job title

34%

3%

5%

12%

13%

16%

19%

Other

Chief Technology Officer

Chief Security Officer

Chief Information Security Officer

Information Security Executive

Information Technology Executive

Chief Information Officer

Shown: percentage of respondents

Shown: percentage of respondents

Shown: percentage of respondents



24 Outpacing change: Ernst & Young’s 12th annual global information security survey

About Ernst & Young

At Ernst & Young, our services focus on our individual clients’ specific business needs and 
issues because we recognize that every need and issue is unique to that business.

Information technology is one of the key enablers for modern organizations to compete. It gives the opportunity 
to get closer, more focused and faster in responding to customers, and can redefine both the effectiveness 
and efficiency of operations. But as opportunity grows, so does risk. Effective information technology risk 
management helps you to improve the competitive advantage of your information technology operations, to make 
these operations more cost efficient and to manage down the risks related to running your systems. Our 6,000 
information technology risk professionals draw on extensive personal experience to give you fresh perspectives 
and open, objective advice — wherever you are in the world. We work with you to develop an integrated, holistic 
approach to your information technology risk or to deal with a specific risk and information security issue. We 
understand that to achieve your potential you need a tailored service as much as consistent methodologies. We 
work to give you the benefit of our broad sector experience, our deep subject matter knowledge and the latest 
insights from our work worldwide. It’s how Ernst & Young makes a difference.

For more information on how we can make a difference in your organization, contact your local Ernst & Young 
professional or any of the people listed in the table below. 

Contacts
Global 
Norman Lonergan 
(Advisory Services Leader, London)

+44 (0) 20 7980 0596  norman.lonergan@uk.ey.com

Paul van Kessel 
(IT Risk and Assurance Services Leader, Amsterdam)

+31 88 40 71271 paul.van.kessel@nl.ey.com 

Advisory Services
Robert Patton 
(Americas Leader, Atlanta)

+1 404 817 5579 robert.patton@ey.com

Norman Lonergan
(Europe, Middle East, India and Africa Leader, London)  

+44 (0) 20 7980 0596 norman.lonergan@uk.ey.com

Nigel Knight 
(Far East Leader, Shanghai)

+86 21 2228 8888     nigel.knight@cn.ey.com

Isao Onda
(Japan Leader, Chiba-shi)

+81 4 3238 7011     onda-s@shinnihon.or.jp

Doug Simpson    
(Oceania Leader, Sydney)

+61 2 9248 4923 doug.simpson@au.ey.com

IT Risk and Assurance Services
Bernie Wedge     
(Americas Leader, Atlanta)

+1 404 817 5120     bernard.wedge@ey.com

Paul van Kessel 
(Europe, Middle East, India and Africa Leader, Amsterdam)

+31 88 40 71271   paul.van.kessel@nl.ey.com

Troy Kelly 
(Far East Leader, Hong Kong)

+81 2 2629 3238    troy.kelly@hk.ey.com

Giovanni Stagno 
(Japan Leader, Chiyoda-ku)

+81 3 3503 1100    stagno-gvnn@shinnihon.or.jp

Iain Burnet 
(Oceania Leader, Perth)                                                                         

+61 8 9429 2486       iain.burnet@au.ey.com
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